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Step 1

Cleared the ARP table on the ubuntu machine.
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What does the default firewall in Ubuntu look like?

Iptables -L output in above shows the default firewall in ubuntu.

Explanation of output

There are Chains which are a sequence of rules that apply to packets that meet certain criteria.
There are three built-in chains in this table: INPUT, FORWARD, and OUTPUT.

● Input filters packets that are destined for the local system.

● Output filters packets that are sent to remote systems from the local system

● Forward filter packets that are routed through the local system to another destination (this
is the kind of chain in IPtables that routers would use).

Target under each chain shows what actions are taken if the Packets fall under those categories.
Target has actions like ACCEPT, DROP, and REJECT. However, we are not seeing any of those
here.
The reason is because this is the default configuration of the Ubuntu machine where there are no
rules defined. All three chains have ACCEPT as their default policy which means that all packets
that are either generated by the machine, have the machine as the destination, or go to get
forwarded by the machine (even though it cannot forward them since IPTables should have NICs
and ipv4 forwarding manually configured to forward packets) will be accepted and are allowed
to proceed.
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The NAT table

The above screenshot shows the output of “iptables -t nat -L”. This is the nat table from the
iptables and there is a prerouting chain that was not available on the filter table. The prerouting
chain applies the given rules on a packet before it is routed to its final destination. Some tables
have the prerouting chain in them while filter doesn’t. Like the filter table, our output has no
rules and all policies are ACCEPT by default.
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Step 2

Pinging the ubuntu machine from kali

Ip address of ubuntu machine is 192.168.1.103

The ip address of the kali machine is 192.168.1.104
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Pinging the ubuntu from the kali machine is no problem.

Setting the iptables rules on Ubuntu

Dropping all incoming ICMP packets with the command above.

I have verified that it is on the filter table now.
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Testing that ubuntu does not get pings and explanation of
observations

As you can see, there are no ICMP messages being replied back from the ubuntu machine.

However, when I use tcpdump on the ubuntu machine, I can see that there are ICMP packets
that are being received despite my iptables rule. That's completely fine.
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Tcpdump works on the data link layer while iptables works on the network layer. This means that
even though the packets are being dropped by iptables, they are still going through the data link
layer of the ubuntu machine and are still visible on tools like tcpdump before they are dropped
by iptables on the network layer.
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Step 3

SSH download

Downloaded ssh

Started ssh service
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Adding and testing the two rules

After flushing the iptables with the iptables -F command. I did the following.

The first command in the image above will reject all incoming traffic.

The second command is adding an acceptance rule to tcp on port 22.

The filter table shows those changes in effect.

Will this work?

Since the reject rule is coming first, the accept rule will never come into play since it is
processed after the reject rule.

I cannot ssh into the ubuntu machine from kali.
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Adding and testing the two rules in reverse order

I flushed the iptables and put the rules in the reverse order this time.

Will this work now?

Since the accept rule is being processed before the reject rule, I should be able to ssh into the
ubuntu machine now.
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Surely, I was able to SSH into the ubuntu machine this time.

I tried pinging after that to test that all other packets are rejected except for tcp on port 22. Surely
it was the case.



13

Step 4

What does this do?

The -t mangle options shows that this command will work with the mangle table which is used to
alter packets.

-A PREROUTING means that we are adding a new rule to the prerouting chain which is a chain
used to modify incoming packets before they route to their final destination.

The command is only going to apply to TCP packets since -p tcp is being used. The conditions
for the packets are if the tcp packets have a SYN flag set to NONE meaning that the packet is not
part of an established connection.

-j DROP in this command means that the machine will drop a TCP packet with a SYN flag set to
NONE.

It is important to note that the -t mangle cooperation is not actually doing anything in the context
of this command since the mangle table is associated with manipulation of packet headers. The
command could do the same job without that operation included since there is no actual packet
manipulation going on in this command. The command is simply dropping TCP packets that
have a SYN flag set to NONE. It is not manipulating those packets.

Is this rule triggered before or after the other rules we see?

This command is in the prerouting chain which gets triggered before other chains in the mangle
table. It is also in the mangles table which is processed before the filter table in the processing
flow of iptables since advanced packet manipulation is done before filtering. The rule in this
command will be triggered before all the other rules we issued before.
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Step 5

Finding the kali mac address

The mac address of the kali machine is 00:50:56:b0:3b:f1
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Setting up the filter table and the complete command

I used the complete command is the first command in this screenshot. I have the reject all
packets rule set after that commands rule. This combination will make it so that only the kali
machine can ping the ubuntu machine. All other machines will just have their ICMP packets
rejected.

Testing the ruleset

The kali machine can definitely ping the ubuntu machine now unlike before.
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When I try to ping from the windows machine however, I get the port unreachable message.
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Step 6

Rebooting and seeing what happens to the firewall

After rebooting, all the rules that I set in both filter and mangle tables are gone.
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Adding a rule and saving it

I re-added the rule where the kali machine can ping me and used the iptables save command. I
then rebooted the machine again.

Rebooting and restoring rules

After rebooting the machine, the rule was gone, but after I used the restore command the rule
returned.
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It is worth noting however that there is a package called iptables-persistent that allows saved
rules to stay after reboot. That way iptable rules can always stay without the hassle of having to
use crontab to run a script that restores the rules on reboot or manually doing it yourself.
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